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AACC Terminology

Authorization Element

At represents any object or information in your IT systems landscapes related to authorization$
can be for example a SAP role, a composite role, a derivate role, a SAP profile, or a AuthoriZg
element for a non SAP system

SAP Role

Atés an i mportant type of authorization e
SAP

AACC Role

At is a merge of various authorization elements on different system landscapes for defining a |
oriented process, a function or a duty.

System Group

At is an array of separate logical systems which must be administrated equally in term of
authorizations.

Authorizations concept (Customer concept)

AContains the AACC Roles definition as well as the rules of the user assignment and system
landscape related to the competence center
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AACC 0 a business oriented-solution

. Central authorizations based on role catalogs ougferent
system landscap€ERP, Bl, CRM, Portal, ..)

Integration of different types cfuthorization elements

Overview ofthe whole system landscajet your
competence centem a desired authorization concept

. The role based catalog is changeable at any tintteout any
loss of data

. Assuranceof the consistency of the authorizations after an
automatic massif user/role dispatching

9
ouUIM

Solutions for User Identity Management




AACC 0 Consists-of ..

An ergonomic workplacdor request, administration and
assignment of the authorizations

A Customizing toofor the standardization over the whole
competence center and system landscapes of the role bas
catalogs (creation and extension)

A transport programfor the SAP roles with a automatic

recognition of the transport routes (in which system a role i
used)

Manyadministration programeelated to users and
authorizations

Manyreports related to users and authorizations
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AACC 0 Product overview
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AACC 0 Product overview

Example of AACC functionalities

B Central overview of your support users for the whole IT system
landscape

B Central customizing and administration management
B Request management of authorizations

B Splitting the authorizationsequest and the assignment process an
possibility to define suprocesses between them

B Employee Self Service Workplace

B Transport routes for SAP roles

B Workflow

B Organization Management or User list for your support users
B Open API

B Incident Management

B..
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AACC 0 Functional cyele

‘A Naming conventions | Customer
A Functionnal definition Concept
A Roles definition structures

A AACC Roles definition ALogical Systems
A System Landscape AAACC Roles

ASystem groups ATransport routes

A Users AOther authorizations
elements
\_ /
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Dispatch on all SAP
non SAP Systems

based catalo
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AACC 0 Role concept

Starting point:

ERP -
W Seten
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AACC 0 Systems overview

P01 client 100
P10 client 320
CCC client 001
Portal

AD

é

Cmys }Production system
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TO1 client 100
Q10 client 320
CCT client 001
Portal

AD
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Test systems
landscape

He may have the same
authorizations in a production system ¥
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AACC 0 Roles:and System type

User Administrator User Administrator
ABAP Stack Java Stack

o« > « 5 Y

The tasks of one users having the same function could not
be identical depending on the system type

The AACC role oUser Administra
depending on the system type. It must be able to recognize on whic
system a role must exist. (Change request?)
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AACC 0 AACC System-groups

System Group 1
(all SAP systems with client 000)

PAD Client 000

TAD Client 000

EAD Client 000

EO1 Client 000

TO1 Client 000

System Group 3

P01 Client 000

EO1 Client 100

¢ Client 000

System Group 4

Portal Production
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Content of the AACC Role

System | Logisches System RFC-Destination Folle der Ralle
GCC_01 | PSM_000 PSN-000 SAP_JZEE_ADMIN  Administrations-Benutzer fur SAP JZEE Engin
PM32_555 PM32-555
FMZ2_50 FM2-650
PM2_099 PM2-099
PMZ2_001 PM2-001
FMZ_000 FM2-000
PAD_840 PAD-840 ZCIGMASTOZ SystemEngineering
SAP_J2EE_ADMIN Administrations-Benutzer fir SAP J2EE Engin
PAD_830 PAD-830 ZCGMASTOZ SystemEnginesring
SAP_JZEE_ADMIN  Adrministrations-Benutzer fir SAP JZEE Engin
PAD_550 PAD-550 ZC:GMASTOZ SystemEngineering
SAP_JZEE_ADMIN Administrations-Benutzer fir SAP JZEE Engin
PAD_000 PAD-000 ZCIGMASTOZ SystemEngineering
SAP_J2EE_ADMIN Administrations-Benutzer fir AP J2EE Engin
P22_880 P22-880 ZCLMASTO2 SystemEngineering
SAP_JZEE_ADMIN  Adrministrations-Benutzer fir SAP JZEE Engin

Log Systems of the AACC System grodip

| ] 1 ! i { [ Orgehenen Detail fiir Orgebens PAD_830 und Dienstelle CCC

] i 1 Systemn | Orgeb Typ| Org. Typx Orgebene fLogSystem; Dest
£10_600 V10_800 P11_810 Vi1_810  n1_ost S15.000 _iPaC ade liaD_oes leve.wss ) ~r e E IR 18 PAD_930 |PAD-R30

i
1
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[= C [ |
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(ol 0 (w (| !
B810_055 106_020 5 106_095 106_097
] e
(= ] = { 1 5
L L R RS S AACC Role description
1 [
= 1 - (|
B803_650 B803_656 B810_055 B8P1_200 8P1_300
w @ m | . = m
C = = Debugg

Diese Rolle wir zum Debuggen aut Allen System gebraucht.

) i0 - = 0w

(=] (=] . m =

B807_031 B07_061 B10_055 887_on 887_032
e — st et

il

Rollen Vergabe:

Diese Rallen werden explizit durch den Leiter LZSEB
werteilt.
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AACC 0 Customizing tool

e L=l 1B 1
Syster  Hilfe

@ il ce@ oMK D=
AACC: Customizing Tool
(1) Systeme || @ (@) Rollen Autbau | [ AG kopieren |

AACC: Customizingtool

AACC-0Organisation/Systemtypen

{TECEYS/AUT_XB1 BACC-Organisation

ITECSYS/AUT_A13 Systemtypen

ITECSYS/AUT_X13 Zuordnung AAS System zur SUIM Organisati
ITECSYS/AUT_A40 User Exit Ereignisse pro Kundentyp
Org.ebenen

ITECSYS/AUT_AB3 Organisationsebene Typ

/TECSYS/AUT_A19 Themengebiete

/TECSYS/AUT_AD4 Rallen Gruppen

ITECSYS/AUT_S544 Orgebenen (Spalten Konfiguration)

AACC-Rollen

ITECSYS/AUT_S43 Erlaubte SAP-Rollen fur Support
ITECSYS/AUT_AB2 LACC-Rollen
ITECSYS/AUT_S45 Zuordnung SAP-Rollen zur AACC-Rollen

RFC /Systeme

ITECSYS/AUT_I14 Mdgliche RFC Destinationen
/TECSYS/AUT_130 Externe Systeme (Portal)

ITECSYS/AUT_A17 RFC fir Lesen Benutzer

ITECSYS/AUT_132 Zurodnung Benutzer zur AACC-Organisation

AACC (bitte via Taste (1) pflegen!)

ITECSYS/AUT_540 Logische Systemen

ITECSYS/AUT_S41 Zuordung RFC Verbindungen zur Logische §
ITECSYS/AUT_542 Zuordung SAP-Rollen zur Systemtyp
Zusatz

ITECSYS/AUT_A34 [varnungen verwaten

RFC /Systeme

{TECEYS/AUT_I31 Izuorndung Rollen zur Benutzer fur Extern

N J/
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AACC 0 System Group register

__— AACC System

AACC System group

/_
_— SUIM SysterD
/_

Authorization object
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